
In our recent series on artificial intelligence (AI), we’ve discussed the impact on the labor market, 

the path to delivering durable long-term returns, AI applications in healthcare, and how AI is 
playing a key role in our long-term investment themes. AI is spreading fastest in areas already 

digital by their nature. In cybersecurity, AI is being deployed to detect anomalies, manage 
threats, and automate responses. In financial services, firms are using AI to improve trading, 

customer engagement, and compliance tasks. AI investment is impacting economic growth, but 

these are early days. In this Sight|Lines, we discuss AI applications in security and finance. 

THE TAKEAWAY: SECURITY AND FINANCE ARE DIGITAL-NATIVE AREAS POISED 
TO LEAD AI ADOPTION 

AI adoption is advancing in cybersecurity and financial services, two areas that thrive on digital 

data and measurable outcomes. In summary: 

• Organizations are testing AI across their security stacks, but most deployments are still
small-scale pilots rather than enterprise-wide programs.

• AI models can process system logs, user behavior, and network traffic to spot anomalies
in real time, shortening the time between breach and action.

• Attackers use the same tools defenders use, so AI must be retrained to stay effective.

• In the financial services sector, banks, insurers, and asset managers increasingly treat
AI as a strategic investment that will shape their competitiveness.

• With these firms, AI is not confined to one area; it is being integrated across the front,
middle, and back office in finance.

• AI-related spending is large enough to register in national accounts, showing the
economic potential of this build-out.

• The most successful firms will be those embedding AI into day-to-day workflows rather
than relying on one-off pilots.
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IN-DEPTH: AI’S MOMENTUM IN SECURITY AND FINANCE IS REAL, BUT SUCCESS HINGES 
ON GOVERNANCE AND EXECUTION 
Applications in cybersecurity and finance illustrate how AI can reshape workflows, at the same time  
highlighting the importance of governance as firms seek to produce improved earnings. Going deeper: 

• Cybersecurity adoption is underway, but maturity is limited:
o Surveys show ~34% are already using or implementing AI application-security tools.
o Another ~56% are actively exploring, signaling interest but not yet scaled adoption.

• AI improves threat detection and response speeds:
o The mean time to detect/respond is falling as companies automate routine monitoring.
o AI is reducing duplicate alerts and scanning code faster, freeing staff to focus on real incidents.

• Cyber threats adapt quickly, testing defenses as they scale:
o Adversarial prompts (to trick AI into making a mistake) and data poisoning (bad data fed to train

models) highlight the need for red-teaming (playing the role of attacker) and retraining.
o Cyberattacks rank among the most likely global risks over the next 3-5 years.

• Financial institutions now see AI as a core enabler of growth:
o Nvidia’s 2025 survey: More than half (>50%) already use generative AI, up from 40% last year.
o 98% of executives say they plan to increase AI spending this year.

• AI applications in finance are varied, with use cases ranging from trading desks to compliance:
o Trading desks are using AI for portfolio optimization and faster market insights, while

customer-facing units use it to further personalize and improve client interactions.
o Compliance teams can now process thousands of pages of regulation daily using AI,

with measurable accuracy improvements and faster turnaround.
• The investment momentum of AI is increasingly visible in GDP and capex data:

o AI-related capex added about 1.1% to U.S. GDP growth in the first half of 2025,
outpacing consumer spending as a growth driver.

o Data center construction hit a record $40 billion annual run rate in June; with AI hyperscalers

projected to spend $342 billion on capex in 2025, a 62% year-over-year increase.
• Execution quality is the difference between leaders and laggards:

o Investors should look for throughput improvements, reduced false positives in fraud detection,
and better client service metrics.

o Firms embedding AI into existing processes are showing better results than those experimenting.

CONCLUSION 
AI applications in security and finance both highlight the promise of AI adoption. These uses demonstrate well 

how quickly AI can create efficiencies, from shortening detection times to accelerating compliance reporting. But 
creating real value over time will depend on oversight, well-defined metrics, and thoughtful execution. The lesson 
for investors: The enthusiasm around AI appears justified, but the winners and losers will be defined by who can – 
and cannot – translate investment into productivity gains and earnings, all while managing the risks thoughtfully. 

Michael P. O’Keeffe, CFA 
Chief Investment Officer 

michael.okeeffe@stifel.com 
www.stifelinsights.com 

mailto:michael.okeeffe@stifel.com
http://www.stifelinsights.com/
https://www.linkedin.com/in/michael-o-keeffe-64352025/


The information contained herein has been prepared from sources believed to be reliable but is not guaranteed by us and is not a complete summary or 
statement of all available data, nor is it considered an offer to buy or sell any securities referred to herein. Opinions expressed are subject to change without 

notice and do not take into account the particular investment objectives, financial situation, or needs of individual investors. There is no guarantee that the 
figures or opinions forecasted in this report will be realized or achieved. Employees of Stifel, Nicolaus & Company, Incorporated or its affiliates may, at times, 

release written or oral commentary, technical analysis, or trading strategies that differ from the opinions expressed within.  

Asset allocation and diversification do not ensure a profit and may not protect against loss. There are special considerations associated with international 

investing, including the risk of currency fluctuations and political and economic events. Investing in emerging markets may involve greater risk and volatility 
than investing in more developed countries. Due to their narrow focus, sector-based investments typically exhibit greater volatility. Small company stocks are 

typically more volatile and carry additional risks, since smaller companies generally are not as well established as larger companies. Property values can fall 

due to environmental, economic, or other reasons, and changes in interest rates can negatively impact the performance of real estate companies. When 
investing in bonds, it is important to note that as interest rates rise, bond prices will fall. Investing involves risks, including the possible loss of principal 

invested. Past performance is no guarantee of future results. The Standard & Poor’s 500 index is a capitalization-weighted index that is generally considered 
representative of the U.S. large capitalization market. The Dow Jones Industrial Average (DJIA) is a price-weighted average of 30 significant stocks traded on 

the New York Stock Exchange (NYSE) and the NASDAQ. The DJIA was invented by Charles Dow back in 1896. The MSCI EAFE index (Europe, Australasia, and 

the Far East) is a free float-adjusted market capitalization index that is designed to measure the equity market performance of developed markets, excluding 
the U.S. and Canada. VIX is a trademarked ticker symbol for the Chicago Board Options Exchange Market Volatility Index, a popular measure of the implied 

volatility of S&P 500 index options. Index returns include the reinvestment of dividends but do not include adjustments for brokerage, custodian, and 
advisory fees. The small business optimism index is compiled from a survey that is conducted each month by the National Federation of Independent 

Business (NFIB) of its members. The index is a composite of ten seasonally adjusted components based on questions on the following: plans to increase 

employment, plans to make capital outlays, plans to increase inventories, expect economy to improve, expect real sales higher, current inventory, current job 
openings, expected credit conditions, now a good time to expand, and earnings trend. Indices are unmanaged and are not available for direct investment. 

Stifel, Nicolaus & Company, Incorporated │Member SIPC & NYSE | www.stifel.com 

0925.8420205.1 

http://www.stifel.com/



