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As elder financial abuse continues to rise in the 
U.S., Stifel is dedicated to educating our clients 

and Financial Advisors on how to prevent it.

The U.S. Census Bureau projects that the number of 
Americans age 65 and older will rise to nearly 21% of the 

population by 2030, up from 15% in 2015.  As the U.S. 
population continues to age, opportunities for financial 
abuse of the elderly will likely continue to grow as well. 

The effects of aging coupled with their accumulated 
wealth can make seniors a prime target for financial 

exploitation.  Currently, Americans age 50-plus account 
for 77% of all financial assets in the U.S.  And as the 

elderly population continues to rise, so does the number 
of financial scams.  When it comes to preventing 

these crimes, education and awareness are critical. 

It’s estimated that one in five Americans age 65-plus have 
been victimized by financial fraud, abuse, and scams.

In 2019, the Consumer Financial Protection Bureau 
reported an estimated $2.9 billion to $36.5 billion is 

lost every year to financial exploitation of older adults.



Be Aware of Common Elder Fraud Scams
Be aware of the following scams that may target you or someone you love:

Financial Exploitation by a Fiduciary, Power of 
Attorney, Family Member, or Caregiver – In this 
situation, a person the senior has entrusted  
and/or named to help manage his or her  
finances instead abuses that power to take  
funds, property, or other assets for themselves.  
The National Adult Protective Services 
Association estimates nearly 90% of all senior 
financial exploitation is perpetrated by friends, 
family members, or caregivers.

The Grandparent Scam – In this common scam, 
an imposter calls a grandparent pretending to be 
a grandchild in financial trouble.  He or she may 
even know the grandchild’s name.  The scammer 
typically asks the grandparent to wire money or 
send prepaid debit cards to pay for an emergency 
expense and asks that the grandparent not tell 
any family members. 

The IRS Scam – This scenario involves a fraudster 
impersonating an IRS agent.  The scammer 
informs the potential victim that he or she 
owes taxes that must be paid immediately 
and attempts to collect.  It’s important to note 
that the IRS never asks for payment over the 
telephone.  It uses only the U.S. mail, not phone, 
text, e-mail, or other means of communication, to 
notify taxpayers of any taxes due.  A similar scam 
involves scammers posing as debt collectors. 

The Lottery/Sweepstakes Scam – Potential 
victims receive a phone call, letter, or e-mail 
informing them that they’ve won a sweepstakes 
or lottery.  All they have to do is provide a small 
upfront payment to receive their prize.  These 
scams are also frequently carried out using 
authentic-looking letters or e-mails.  

The Tech Support Scam – Intended victims 
receive a call, pop-up link, or an e-mail from 
someone claiming to be a technician from their 
internet service provider or a well-known tech 
company.  The phony technician claims that 
potential victims’ computers are infected with  
a virus, and to fix it, they’ll need to buy software 
or give him remote access to their computer.

The Romance Scam – This scam applies to 
online dating sites.  Typically, the scammer will 
use a fake online dating profile to pose as a 
romantic interest who lives in another city.  As 
the online relationship blossoms, the scammer 
asks for money to pay for a plane ticket to visit 
the potential victim or to help with a financial 
emergency. 

The Charity Scam – A scammer calls soliciting a 
donation to a charity.  It may even sound similar 
to a reputable charity you’ve heard of.  Be 
cautious if the caller is reluctant to tell you how 
your donation will be used or asks for a donation 
in cash or via wire.  When in doubt, take the time 
to investigate a charity before donating.  Visit the 
Better Business Bureau’s Wise Giving Alliance at 
give.org to determine if a charity is legitimate.

Medicare Scams – Medicare scams occur 
year-round but surge during the annual open 
enrollment window.  Scammers often pose as 
representatives of Medicare or other government 
agencies looking to verify personal information, 
such as Medicare ID or Social Security numbers.  
The government does not solicit information over 
the phone or through e-mail, so do not comply 
with such requests. 

Phishing – Phishing is an attempt to trick 
someone into giving out personal information.  
This scam can involve authentic-looking e-mails 
or text messages that appear to come from 
a legitimate company or institution.  These 
communications typically include links to phony 
sites that ask recipients to update or verify their 
Social Security number, credit card number, etc. 
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Do You Need a Trusted Contact Person?
A trusted contact person is someone who can help Stifel help you.  

As part of its ongoing efforts to protect senior investors, the Financial Industry Regulatory Authority (FINRA) has 
implemented a rule whereby financial advisors are required to make reasonable efforts to obtain the name of and 
contact information for a “trusted contact person” upon opening a new account or when updating account information 
for existing clients.

What is a trusted contact person? 
A trusted contact person is intended to be a resource for your Stifel Financial Advisor in administering your account, 
protecting your assets, and responding to possible financial exploitation. 

Your trusted contact person should be someone to serve as your advocate should personal circumstances arise, such 
as a change in your health, capacity, availability, behavior, or financial activity.  This person must be at least 18 years 
old.  It’s helpful if the trusted contact is someone other than a person already authorized on the account.

What role does a trusted contact person serve? 
Should you choose to assign a trusted contact person, your Stifel Financial Advisor will be authorized to provide 
that person information regarding your account.  This is similar to an emergency contact you would name in other 
instances.

Your Stifel Financial Advisor may contact this person when they are unable to reach you.  This may include instances 
when you are traveling or cases of a natural disaster.  They may also reach out to the trusted contact when there are 
concerns about fraud in your account or you may be having a health issue.  

Your Stifel Financial Advisor will be able to confirm with your trusted contact person whether another individual or 
entity has been given legal authority to act on your behalf (e.g., an agent to whom you’ve given power of attorney, 
named successor trustee, etc.).  

Furthermore, your Stifel Financial Advisor will be able to communicate with your trusted contact person regarding 
individuals who claim legal authority for you and determine the legitimacy of their legal claim.

What are the limitations of a trusted contact person? 
Your appointed trusted contact person is not a power of attorney. 

In addition, in their role as a trusted contact person, he or she cannot: 

•  Place trades in your account nor on your behalf;
•  Make decisions about your account nor change your account  

ownership, beneficiaries, or address; or
•  Complete withdrawals or other transactions on your account. 

Your authorization to name a trusted person is optional,  
and you may terminate or change your trusted person at  
any time by notifying Stifel in writing.  Please note that  
your Stifel Financial Advisor is not required to contact  
your trusted person. 

Should you have any questions about naming  
a trusted contact person, please contact your  
Stifel Financial Advisor.

4



Steps to Help Protect and Prevent  
Financial Abuse or Identity Theft
Preparation is key

•  Keep in touch with loved ones with frequent visits or 
conversations.  Isolation can increase the likelihood  
of elder financial abuse. 

•  Talk with family about financial plans for the future.  
Prepare for the what-ifs of life concerning health care, 
financial needs, care giving, and estate planning.

•  Ensure the following important documents have been 
prepared, updated, and your family knows where to 
locate them:

 –  Will
 – Durable power of attorney and healthcare power  

 of attorney
 –  Revocable Living Trust
 –  IRA and transfer-on-death/payable-on-death  

(TOD/POD) account beneficiary 
 –  Living will
 –  List of bank accounts, investments, credit cards, 

insurance policies, retirement accounts
 –  Property, home, and vehicle documents
 –  Name a trusted contact person to your financial 

accounts
 – Consider having duplicate statements sent to a  

 POA, trusted contact person, or other reliable  
 individual

Protecting yourself from scams and identity theft
It is highly recommended that you never disclose your full 
Social Security number, credit card information, bank or 
investment account numbers, date of birth, passwords, 
and/or mother’s maiden name to any person with  
whom you did not initiate contact and without having  
an established relationship with the requestor or the  
firm they represent.

If you receive a call that you did not initiate from 
someone alleging they are “your credit card company 
or bank/investment firm,” end the call and dial a known 
phone number (i.e., call the number on the back of the 
credit card or the statement) to validate the request.  
Never put this information in an e-mail communication.  
Do not reply to e-mails requesting this information.   
Links and attachments provided in unsolicited e-mail 
may route you to fake websites or contain viruses that 
can steal information from your computer.

Using an independent, corporate trustee like 
Stifel Trust Company

•  Only the trustee has access to the trust’s assets;
•  An unauthorized individual or care provider cannot 

access the funds;
•  A trust company will not be swayed by undue influence 

applied by family members or others; and
•  All distributions are subject to formal policies and pro-

cedures and the terms of the trust.

Additional complications may arise when the elderly 
or vulnerable person must leave their residence and 
transfer to a care facility.  If the trust owns the residence, 
the corporate trustee can take steps to:

•  Change the locks;
•  Take inventory of the contents; and
•  Protect tangible personal property.
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What if I have been the victim  
of financial abuse or identity theft?
Contact your investment firm and other financial 
institutions immediately.  If you think your personal 
financial information has been stolen or compromised, 
contact your broker-dealer, investment adviser, and 
other financial professionals immediately to report a 
problem.  You should also contact any other financial 
institutions where you have accounts that may be 
impacted by the loss of your personal financial 
information.  These may include banks, credit card 
companies, or insurance companies. 

Change your e-mail and/or online account passwords.  
Immediately change the password for all investment 
or financial accounts associated with potentially 
compromised personal financial information.  Always 
remember to use strong passwords that are not easy 
to guess, consisting of at least eight or more characters 
that include symbols, numbers, and both capital and 
lowercase letters. 

Consider closing compromised accounts.  If you 
notice any unauthorized access into your investment 
or financial accounts, you may want to ask your firm 
to close the account and move the assets to a new 
account.  You should consult your investment/banking 
firm about the best way to handle closing an account,  
if you choose to do so.  

Consider filing a police report.  
•  The National Adult Protective Services Association 

estimates that only 1 in 44 cases of financial abuse  
are ever reported to the authorities.

•  Exploitation is wide-ranging, difficult to prevent,  
and seriously under-reported

•  Victims of exploitation may seek to cover up such 
abuse out of feelings of guilt, shame, loyalty, or  
embarrassment.  They may fear loss of independence  
if others find out.  Others may be unable to report  
due to physical or mental health issues, and may  
need family to assist.  

Monitor your investment accounts for suspicious activity.  
Closely monitor your investment accounts for any 
suspicious activity.  Look out for any changes to your 
account information that you do not recognize (e.g., a 
change to your address, phone number, e-mail address, 
account number, or external banking information).  
You should also confirm that you authorized all of the 
transactions that appear in your account statements and 
trade confirmations.  If you find any suspicious activity, 
immediately report it to your financial institution. 

Place a fraud alert on your credit file.  Placing an initial 
fraud alert in your credit file provides notice to potential 
creditors (e.g., banks and credit card companies) that you 
may have been a victim of fraud or identity theft and will 
help reduce the risk that an identity thief can use your 
personal financial information to open new accounts.  
Contact any of the three credit bureaus and ask them  
to add an initial fraud alert to your credit file.

Monitor your credit reports.  After you place an initial 
fraud alert in your credit file, you are entitled to obtain 
a free copy of your credit report from each of the 
credit bureaus.  Check each of your reports for signs of 
fraud, such as an unknown account, a credit check or 
inquiry to your credit file that you do not know about, 
an employer you have never worked for, or unfamiliar 
personal information. 

Document all communications in writing.  Remember 
to document, in writing, and keep copies of any 
communications you have related to your identity theft.
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Protect your family by knowing some of the signs  
of financial exploitation and cognitive decline: 
Social

•  Informs you they have a new, 
particularly close friend or 
“sweetheart” and/or they move 
away from existing relationships 
towards new associates

•  Isolated either deliberately by 
family or a caregiver, or as a result 
of life changes

•  Accompanied by a caregiver or 
family member who will not allow 
the person to speak without them 
being present

•  Appears/sounds like they are 
being “coached” by another 
individual

•  Has an overly trusting personality 
or a temperament susceptible to 
manipulation

•  Over reliance on a third party

Physical
•  Has an onset or worsening illness 

or disability
•  Confusion over simple concepts; 

disorientation (i.e., confused 
about times, dates, or places)

•  Diminished hearing or vision
•  Dependent on another to provide 

care
•  Indicates that items are missing 

from their home
•  Demonstrates a lack of 

responsiveness or inability to 
follow through with a decision

•  Repeatedly calls seeking the same 
information

•  Requests frequent password/
username resets

Behavioral 
•  Inability to make decisions
•  Fearful, distressed, or submissive
•  Distrusting or withdrawn
•  Forgetful or has frequent memory 

lapses
•  Displays poor judgement or 

paranoia
•  Change in appearance or 

personal hygiene
•  Disorganized and disorientated
•  Changes in normal routine
•  Expression of grief, depression, or 

mood swings
•  Alcohol or substance abuse

Other Signs of Financial Abuse/Exploitation
•  Family members or others financially dependent on 

the elder or seem to be taking excessive interest in 
their finances

•  Unexplained drop in account balances, increase 
in withdrawals or sudden wire transfers, or other 
changes in financial situation (i.e., statements that a 
loved one won a lottery, or has a new love interest)

•  Abruptly changes their will, trust, powers of attorney, 
or beneficiaries on their accounts

•  Inquiry or confusion about “missing” funds
•  Unpaid bills or bills being paid twice
•  Debit card usage tied to their account with purchases 

that are inconsistent with their lifestyle, and online 
purchases from someone who doesn’t shop that way

•  Unable to remember transactions or signing 
documents

•  Account withdrawals that are unexplained or not 
typical in amount or frequency

•  Inability to contact your loved one
•  Signs of intimidation or reluctance to speak, 

especially in the presence of a care giver or certain 
family members

•  Isolation from friends and family or being denied 
access to their own accounts

•  Someone writing or cashing checks without 
authorization, or forging signatures

•  Improper actions by fiduciaries (POA, trustee, 
guardian, etc.) moving or using funds in a way that  
are not for the benefit of the elder.
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One of the first steps toward preventing elder financial abuse is to have 
conversations with the important people in your life, including your financial 
advisor, about how you can work together to safeguard your money and preserve 
your financial future. 

To help protect yourself or your loved ones from financial fraud and exploitation, we suggest the 
following tips: 

1
Plan ahead to protect 
your assets and to ensure 
your wishes are followed.  
Talk to someone at your 
financial institution, an 
attorney, or financial 
advisor about the best 
options for you. 

2
Carefully choose a 
trustworthy person to act 
as your agent in all estate 
planning matters.  Name 
a trusted contact to your 
brokerage account.  Be 
careful in naming a power 
of attorney.  Select those 
who have your best interest 
at heart. 

3
Never give personal 
information, including 
your Social Security 
Number, account number, 
or other financial 
information to anyone 
over the phone unless you 
initiated the call and the 
other party is trusted. 

4 
Stay alert to common fraud 
schemes.  Never pay a fee or 
taxes to collect sweepstakes 
or lottery “winnings”; be 
wary of common online 
romance scams. 

5
Never rush into a financial 
decision.  Ask for details 
in writing and consult 
with a financial advisor or 
attorney before signing 
any document you don’t 
understand. 

6
Check references and 
credentials before hiring 
anyone.  Don’t allow 
workers, home health care 
aides, or others to have 
access to information about 
your finances.  Make sure 
to lock up your checkbook, 
ATM card, account 
statements, and other 
sensitive information when 
others will be in your home. 

7
Pay with checks and debit/
credit cards instead of 
cash to keep a paper 
trail.  Review your monthly 
statements to ensure you 
recognize all transactions 
in your account.  Alert 
your financial institution 
right away if you notice 
unauthorized activity in 
your account. 

8 
You have the right not 
to be threatened or 
intimidated.  If you believe 
you are a victim of elder 
financial abuse, tell your 
financial advisor, contact 
your local Adult Protective 
Services, or call your local 
police for help. 
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Resources
Stifel Financial Advisor
Stifel takes senior protection seriously and is dedicated 
to educating our Financial Advisors on how to prevent 
and deal with elder financial abuse.  Your Stifel Financial 
Advisor can help answer any questions you may have or 
even meet with you and your loved ones to assist them 
with their needs. 

Federal Trade Commission (FTC)
If you spot a scam, report it to the Federal Trade 
Commission (FTC) at ftc.gov/complaint.  Your reports 
help the FTC and other law enforcement investigate 
scams and prosecute scammers. 

FINRA’s Senior Helpline:   
An Important Resource for Older Investors 
To help protect seniors and other vulnerable investors 
from financial exploitation, the Financial Industry 
Regulatory Authority (FINRA) has developed a Senior 
Helpline to provide assistance and advice.  While the 
average age of callers is 70 years old, the Helpline is by 
no means limited to investors of a certain age.  FINRA 
welcomes calls from adult children inquiring about their 
parents’ investments. 

The Helpline receives calls covering a wide range of 
issues, including how to review an investment account 
statement, to help with lost securities, to more troubling 
concerns of potential fraud and abuse. 

FINRA uses the information it receives from the Helpline 
to identify emerging scams and quickly alert the public. 
It also shares this information with member firms – like 
Stifel – so that they can better understand problems that 
older clients are facing. 

To reach the FINRA Securities Helpline for Seniors,  
call (844) 574-3577 (1-844-57-HELPS) or visit  
www.finra.org/seniorhelpline.

AARP 
Aarp.org/money/scams-fraud provides up-to-date 
information on scams and schemes, plus tips to protect 
against scammers.  If you suspect scam – call the AARP 
helpline at (877) 908-3360.

ElderCare Locator  
A public service of the U.S. Administration of Aging 
connecting you to services for older adults and their 
families.  Contact (800) 677-1116 or eldercare.acl.gov

Local Law Enforcement &  
State Adult Protective Services
Local City & State resources to report any type of elder 
abuse, including financial exploitation.

Alzheimer’s Association
Learn more about Alzheimer’s and other forms of 
dementia, where to find help and support, research, 
and how to get involved.  The website, www.alz.org, also 
offers a local resource locator to find professionals and 
support options near you.  The helpline can be reached 
at (800) 272-3900.

National Elder Fraud Hotline
(833) FRAUD-11
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About Stifel
Headquartered in St. Louis, Missouri, and with roots dating back to 1890, 
Stifel is one of the nation’s leading full-service wealth management and 
investment banking firms.  Our parent company, Stifel Financial Corp., is 
publicly traded on the New York Stock Exchange under the ticker symbol “SF.”

Throughout our more than 130-year history, our focus on “safeguarding 
the money of others as if it were your own” – the motto of our 
namesake, Herman Stifel – has enabled us to grow and evolve in a 
constantly changing industry and continues to guide the firm to this 
day.  Our core is not only one of service, but of sound management, 
continuous innovation, and entrepreneurial thinking.

Stifel has shown the results that occur when a company delivers great client 
experience and a well-run business:  25 straight years of record net revenues, 
which have grown at a compound annual growth rate of 19.4% since 2005.

While we continue to grow organically, we have also heightened our profile 
in recent years through a series of transformative acquisitions – more than 
30 since 2005.  In that time, revenues have grown from approximately 
$250 million to $3.8 billion.  We now serve clients from more than 400 
offices across the nation and rank as the nation’s seventh largest full-
service investment firm in terms of number of financial advisors.

For more information, please contact your Stifel Financial Advisor.
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